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SixXS SixXS

SixXS accommodates an extendible whitelabel
tunnelbroker to assist LIRs in having a rapid IPv6
deployment in their organisation by providing a native
and tunneled IPv6 broker, giving IPv6 access to their
clients even though intermediate hardware doesn’t
support IPv4. Each PoP serves users based on the
policies defined by the owner of the PoP.

More participating LIRs always welcome.

See http://lwww.sixxs.net for more information
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SIXXS

European PoPs

Current PoPs

Helsinki

! Germany

Hamburg
Muenchen

I:l Ireland

Dublin

I] Italy

Torino

M bebrudi Easvnet

M bebrudz BELNET. The Belgian Ressarch and Educsticn
Network

W ==tllol Data Telecom

M fihel0l  Finnet Verkot Oy

M deshamll Ezsvnet

M demuc0z M'net Telekommuniksticns GmbH

M i=dubdi HEANst

M jttrnO1 ITgate

= Metherlands, The

Amsterdam
Amsterdam
Breda

Ede

; Poland

Poznan

n Portugal

Lisboa

E Slovenia

Maribor

Sweden

Stockholm

M nlams04

Scarlet Internet B.W.

M nlzms0s

SURFnet

M nlams01

Concepts ICT BY

M nledeni

M olpoz01

BIT BW

Poznan Supercomputing and Metworking Center

M ctliso1

MNFSi - Solucdes Internat, Lda.

M simbx01

Medinet / Amis

M sesto0l

Bort80 AB

United Kingdom {Great Britain)

London

M oblon0il

Kewlic.net Limited

GeEorgia
: k- 4’-
Portug Spain ‘!“I,dpﬂa ﬁ \l'atlcan ' Turke .
= -; ul ,
i - Slouenla FaGr E“':' ,.* Y 5:9 y
ibraltar Maltae | Bosnia-H B
4 Croatia e 4 Cl,lprlls =2

Moldlwa

Bulgaria

17 PoPs in Europe

PoPs are named according to
UN/LOCODE in the format of a
two letter country code
followed by a three letter city
code and a two digit sequence
number.
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(S  United States PoPs

Since 14th of October, two PoPs in the USA (Chicago + Atlanta). Another
5 spread out over the USA will be deployed during the coming months.

OCCAID (http://www.occaid.org), who are running a public network for
experimentation such as free (as in beer) IPv6 transit and a lot more is
providing these.

|\
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SIXXS

Users and

Origins

Users
The 4424 users span

Users Percentage

1581 42.52%
783 17.70%
250 5.65%
211 4.7 7%
210 4.75%
198 4.48%
118 2.67%
113 2.55%
105 2.237%
10= 2.33%

83 1.88%
81 1.83%
54 1.45%
== 1.24%%:
51 1.15%
42 0.95%
28 0.86%
29 0.556%
25 0.57%
14 0.32%
1= 0.29%
11 0.25%
11 0.25%
10 0.23%
10 0.23%

9 0.20%

9 0.20%%

9 0.20%

EE countries.

Country
B Metherlands, The

E Sermany

IR 1taly

Il e<igium

B Finland

mml Poland

i slovenia
Sweden
Lnited Kingdom {(Great Britain)
I] France

BES United States
Morw ay

e Hungary

L ireland

b AUSEria

Bl switzerland
Ml Estonia
Denmark
Bl Fortugal
I canada

B spain

Brazil

=] 1srael

Il romania
I Russia

Bl ~ustralia
bl Czech Republic
M8 Indonesia

Users Percentage

8 . 18%0
.11%0
L11%:
L09%;:
L09%,
L09%,
LOF %
07 %
.05%
.05%
LO5%:
LO5%:
LO2%
L02%
LO02%:
LO02%:
L02%
L02%
L02%
L02%
LO2%
LO02%
L02%
LO02%:
L02%
L02%
L02%

Country
B Luxembourg

b Iceland

B Iran

[®] Japan

B Latwia

g Lithuania
Malawysia
ﬂ Hong Kong
[l malta

Be south Africa
B taivwan
g Bulgaria
b Croatia
E| Cyprus
Sreesce
[=d Greenland
&l Lebanon
M ralawi
Pakistan
Il senegal

En slowvakia
== Thailand
Bl turkey

B venezuela
B vugoslavia

e N s Tl e s = T T o o I SV I S (N T VT VN O - (S [T
D000 0000000000000 0D00DOQ00QCOoOQCog
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SIXXS

Traffic Statistics

30

Bits/s

T

oF

OO0 EENOECECORE

—

20

1o

b

Output Bits/s

bebrudl
dehamdl
demucdz
fihel 3l
ghlon®l
1edubdl
1ttrndl
nlams3ol
nlLams04
nlLams0s
nlededl
plpoz0l
sestoll
simbx31
otal

Minm. Avig.
2.97k S42, 34l
95, 30k 1.18M

4, 65k 117. 47k
1. 88k 365 . 66k
2.47k 26, B8k
537.70 211 .01k
5. 24k 374, 68k
1. 23k 227 .16k
1.13GM 7T.51M
1.37k &, OSM
167. 35k 2. 21M
2.3k 8. 04k
1.17k 26, 50k
821 .24 28.53k
10, 85M 24, 457

207 .
372,
224,
29,

MovDeclarFeMarAp MaylunluliugSeplc thlovDeclarFeHMarAp MayJunlulAugSeplc £

Max .
1M
» SiEM
A0k
. FOM
. GBSk
. SEM
1 EaM
. B0OM
L D3M
. S9gM
. 28M
33k
2k
S0k
Qi
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SixXS Growth

4440

3%

it

il

2t

e

177

133

i

444

hadl
M42484343q 3
mmﬁﬁﬂ
\JUGV tﬁﬁ
W W
st
718
a7 B
Pl 1]
it il
£ W !
m%@
e ]
17w
LI
m?@L
ot
ﬁm%_aa,i‘i
o ™ B
fii] imiA)
s pla g T A
Tt i
4tp 404 N Ee
gy o U
o R B IR Iy g 8
Ty iy Yy

7 1 :
g % bl s e T ] ot o e

GG R B

Jan Fely ar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar fpr fay Jun Jul Aug Sep Oct Now Dec Jan Fela far Apr Hay Jun Jul Fug Sep ct Nov Dec Jan Feb Mar- Aor fay Jun Jul Aug Sep Oct Now Dec Jan Feb
ant a0z 203 20 2005

http://www.sixxs.net/misc/growth/

ar Apr May Jun Jul Aug Sep Oct

Jeroen Massar — http://www.sixxs.net - SWINOG 11




SIXXS

Top Uptimes

E Top 10 highest uptime for Switzerland

Rank

Name Uptime

10

lerpen Massar

Banchieri Julien
Marc Kramis
Iwan Eberhart
Christoph Ernst
Rolf Ochsenbein
Marcel Waldvogel
Stefan Marti
Felix Bommeli

Luc de Louw

Marcel Waldvogel

695 days / 99 weeks

416 days / 59 weeks
370 days / 53 weeks
358 days / 51 weeks
345 days / 49 weeks
303 days / 43 weeks
285 days / 41 weeks
271 days / 39 weeks
271 days / 39 weeks
256 days / 37 weeks
246 days / 35 weeks
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SIXXS

Credit System

These are the last 25 rows of yvour personal log.

Cate

Log Entry

2003-11-14 01:15
2003-11-14 01:15
2003-11-14 01:15
2003-11-14 01:15
2003-11-13 01:15
2003-11-13 01:15
2003-11-13 01:15
2003-11-12 01:15
2003-11-10 13:53
2003-11-10 13:53
2003-11-10 13:53
2003-11-10 02:03
2003-11-10 02:03
2003-11-10 02:02
2003-11-10 02:02
2003-11-09 23:25

2003-11-09 13:17
2003-11-07 01:15
2003-11-03 01:15
2003-10-31 01:15
2003-10-28 £1:59
2003-10-28 19:2/

133
133
133
133
(29
29
(29
e
14
05
01
13
(05
156
51
11

2003-11-09 23:24:56
2003-11-09 23:24.:.47
2003-11-09 23:24:43

01
136
36
Eis)
3
e

Tunnel endpoint 3ffe:8114:1000::27 pinged for 56 weeks
Heartbeat Tunnel T1448 exists for one week
Heartbeat Tunnel T1564 exists for one week
Heartbeat Tunnel T1567 exists for one week
Heartbeat Tunnel T1448 exists for one week
Heartbeat Tunnel T1564 exists for one week
Heartbeat Tunnel T1567 exists for one week
Tunnel endpoint 2001:770:100:7:.2 didn't ping for 2 days
Subnet 2001:838:36a: /48 was user enabled

SixXS approved the subnet 2001:8358:364a; /48 to 2001:835:300:b5::2

Requested a subnet to tunnel 2001:838:300:08:.:2
Tunnel to tinc was user enabled

Tunnel to tinc set protocol to ting

SixXS approved the tunnel to tinc

Requested a tunnel from tinc to POP iedub01

Tunnel to tinc set protocol to tine

Tunnel to tinc was user enabled

SixXS approved the tunnel to tinc

Requested a tunnel from tinc to POP nlams04

Tunnel to heartbeat set protocol to tinc

Tunnel endpoint 3ffe:8114:1000::27 pinged for 55 weeks
Heartbeat Tunnel T1443 exists for one week

Tunnel endpoint 3ffe;8114:1000::27 pinged for 54 weeks
Tunnel to heartbeat was admin enabled

Tunnel to heartbeat was admin reguested

noaenenenenen il
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(XS Latency & Traffic Stats

Latency statistics for 5FFe:8114:1000::27

Packetss/s fFor sit20

A3HILAN I30L / T00Lddy

60 5
" B
= 2
3 40 ! fl g
=
o] [
=
5 I [
20) s L [P 3
Fri Sat Sun Mar Tue Wed Thu
Pop Min. A= Max .
B nlams0z 2006 21.59 81.24
Loss statistics for 3ffe:3114:1000::27 g
100 5
e g
2 50 1] g
=]
—
i1} X
0 fgbid M fh .
Fri Sat 3un Man Tue Wel Thu
POP Min. Avg . Max .
B nlams0z GO0 1.21 55.69

Latency & Traffic information per

tunnel using RRDTool (Swiss

produce :)

- L] I
e
7]
4
2
& 200
113
[=5
0 Ak 1 I3 H i .
Fri Sat Sun Far Tue Wed Thu
B Irnput Min. [WIRTs] Ave. .12 IMa . 217 .78
B Output Min. 12.22m Auvg . 14.21 Ma . 415.23
Octetsss for sit20 g
BO0 K .
1 =
| Z
2 400 k =
7] =
- =
[ 3
-
2 zo0 k
o id i E ok i e
Fri Sat Sun ar Tue Wed Thu
] Input Min. 0 L00 Avg . 705.64 Max. 16.14k
B Dutput Min. 1.49 Ave . 16.62k Max . 940 .32k
Bits/s for sit20 g
4.0 N | 5
i A
=L =1
(] =
+ 3
2 zaon
0.0 -l ' A E i ' b
Fri Sat Sun Man Tue Wed Thu
H Input Mir. el Aus . 5 .65k Max. 129.11k
B Output Min. 11.591 Ave . 132 .96k M. 4.32H
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SIXXS

AICCU

Automatic IPv6 Connectivity Configuration Utility
Configuration information:

- TIC (Tunnel Information Control protocol)

- TSP (Tunnel Setup Protocol)*

Tunnels:
- proto-41 with or without heartbeat
- AYIYA
MSiHKS = AICCU : Tunnel Information
Property Yalue |
Tunrel Id Ti645
Tunnel Type Gind-heartbeat
POP Mame dehamil
ISP Marme Easvnek
POP Ciky Hamburg
POP Counky Germany (del
IPve POP Z001:6F3:900;:1
IPw6 Local 2001:6F5:900::2 Easynet
IPvE Prefixlength £4 FOF |nfarmation
Ay ig 2ot 1on Tunnel Information
IPv4 Local heartheak e
Passwoard Hekchakik Contact S5
Heartheat Inkeryal a0 seconds
i ™ Behind MAT
Enable I i | [T Auko Enable

MSiHKS = AICCU : Automatic IP¥6 Connectivity Client Utility

Automatic IPv8 Connectivity Configuration Utility

SixS

=]

Welcome to AICCL, the Automatic IPwE Connectivity Configuration Ukility,

Please login using wour username and password, which where provided
boyou by SieiS, IF vou have lost vour password Ehen proceed bo the
pazzwiord recoven fomy bo request a new passward,

When vou do nok have an account ek, vou can zignup for freel

Username: | JRMI-RIPE

Passwnrd: I 200 ERRRERDRED

[
"
H

MSiHKE = AICCU : Tunnel Selection

Flease select the tunnel you wank to'use For Ehis host From the below list,

20016 dehiamil

heartheak

T1646

Turnel 1D | IPv6 Local IPw4 Lacal I PP Marne l
T1445 2001:838:300:b5::2 62.758.96,.38 rlams01
T1564 2001:960:2:ad: 2 kinc nlams04
T1567 2001770010072 213,197, 27,252 iedub0l

T1733 2001:6F3:900:58::2 heartbeat dehamdl
T1869 3ffe:4005:1000:: 2 ayiva ghlondl
TZ285 2001:5838:300:159:02 2132541254 nlams=01
T2903 2001:7hE;2fF;: 2 195.64,92,136 rlede01

j,x Meed an additional tunnel? B equest it K

(*=in upcoming version :)
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SIXXS

Heartbeat

Notifies PoP of the current users endpoint in a secure manner
(md5'd string including timestamp & password)
Draft Currently in RFC Queue

s
LR
-1-;\ b

Sixms Heartl:ueat - ttp:,l',l'www.sixs.net

http://www.sixxs.net/tools/heartbeat/

PuED

1:z8
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SixXS AYIYA

Anything In Anything
* |Pv6 over IPv4 UDP/TCP
* |Pv4 over IPv4 UDP

* Built-in heartbeat mechanism
* Per packet signing and/or encryption

draft-massar-v6ops-ayiya-02 (soon -03)
http://www.sixxs.net/tools/ayiya/
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N{§ Manual Configuration?

hitp://www.sixXs.net/faq/

Frequently Asked Questions (FAQ): Connectivity {(Tunnels and Subnets)
Other FAD sections

|H|:|w do | configure my machine to setup the [Py in IPvd tunnel to the Sixxs F'CIF'?j ‘v’iew|

How do I configure my machine to setup the IPv6 in IPv4 tunnel to the SixXS POP?
Select vour Operating System
« BWIind (Six05)
Cisco (105
FreeBS0
Juniper (Jun0S)
Linux - Debian
Linus - Mew - using iproute?
Linux - Old
NetBSh
OpenBsh
Solaris
Trutd
Windows 98 / NT4 / 2000 / xP / MNet
If vou know how to configure other Cperating Systems, don't hesitate and mail it to info@sixxs. net.
Information about setting up tunnels behind NAT can be found in the Eurobix IPvE Tunnels over NAT
document
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SIXXS

Home Networks

unfix.org (UNFIX-NET)

- Cabling is 100mbit Ethernet CATS unless stated
- |IPv6 and |Pv4 is native everywhere (yes including the DSL line)
- ISP is BIT BV (http:/Awww.bit.nly

Jeroen Massar / jeroen@unfix.org / JRM1-RIPE

(D

unfix.org

213.136.24.43/24
2001:7b8:5:10:f71::/80

8mbit/1mbit ADSL

’ —10mbit Ethemet—

wn | &

SpeedTouch purgatory

213.154.246.80/28
2001:7b8:20d::/64 Q

addiction
heaven
thunderstick
able to upstair:
hell
Edimax 8 port
Switch
magrathea

LaCie 250Gb
usB2

.
paradise ﬂ
i 3

ToUCam
Pro

’ USB2-

Wireless 802.11b/g
11/54mbit
(SSID: gouda.nl.unfix.org)

/
/
]/

dis, gehenna, malebolge limbo
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SIXXS

IPvoGate

http://ipvbgate.sixxs.net

http://<host>.sixxXs.orq
Makes your IPv4 website
available over IPv6

hitp://<host>.1pv4.SI1XXS.0rQg
Makes your IPv6 only website
availlable over IPv4
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(XS Distributed Traceroute

IPv6 traceroute
IPvG traceroute from wuschidl.sixxs.net @ QCCAID, AS30071 to plopo=01.sixxs.net / Poznan Supercomputing and Metworking Center, ASS11Z2

Hop Node Lo==% Sens La== Avg Be=st Worst JtDevw AINW Organi=ation

i. 0.0 =1 o.g a.8 0. & ag.s 0.1 20071 TowardEX Technologie=s NHetwork
Z. 0.0 =1 i13.0 iz.2 i3.0 i3.3 0.1 20071 TowardEX Technologie=s NHetwork
2. 0.0 =1 408.4 4B8.5 48.2 48.7 Q.2 20071 TowardEX Technologie=s NHetwork
L5 O.0% = 45.0 48.4 45.0 0.z 3557 Intermet Joftware Consortium, Inc.
5. O.0% = 48. 89 48.7 48.5 45.0 0.z 3557 Intermet Joftware Consortium, Inc.
& o.0% = S50.0 45_5 45_2 s50.0 0.3 3557 Internet Software Con=mortium, Inc.
7. 0o.0% 5 49 _ €& 452 S0.1 0.4 Insernet Joftware Con=morsium, Inc.
B. o.0% L& E—-EXTHAR

zza E 200
S. o.0% TCAID

i0. 0o.0% 5 BE.O 53.8 BS5_.€ 125.7 i7.8 TCAID

iz. 0o.0% 5 11€.5 10E.0 95_.0 11€.5 7.4 TCAID

ia. 0o.0% 5 1zZ€.5 125.7 118.8 130.1 4._9

14 O.0% 5 1is.1 115.1 11A.5 1i15.2 o.1 TCAI

is. O.0% 5 ig7.8 187.% 187.8 18B.0 0.1 208ES Dante

i6. O.0% = ZZZ.E ZEEZ.%5 ZZZ.E ZZz.= 0.3 Z205ES Dante
= 22E€.5 S 0.3 Z205ES Dante

Lodman

i
L)
il
m
i
L]
il
m
i
L)
il
m

1
L)
il

1
(=]
(=]

Foznan Jupercomputing And Networking Tentex

i
L)
[

I
L]
il

I
L)
il
'
k.
L)
il
U]
(=]
I

o
(3]
k3
K
1
5]
R
i
|
(3]
e
in
'
[
(3]
(3]
3]
]
o
I

Foznan Jupercomputing And Networking Tentex

i
L)
[
I
L]
il
1
(o)
L)
il
'
I
L)
il
il
(=]
L)
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{ixX§ Ghost Route Hunter (GRH)




IXXS

GRH Participants

6”5[ "‘ *‘.f,ﬂ.::'wn: llx:@amm %AT&T Globam\?c blt & Host.net

jechnol ooyl
Abilene

% CﬂﬂliEf CATG'I'I Clscn — m 1‘9 | Comeephs TET data telecom

CABLE & WIRELESS

& DE-CIX Y ZYEm A [PDWVLEISF) #

et (et £rafixO yeanee® HOVIC ((H ) S WEEIN infectio

‘-54 ' EsatBT:gf 0 FINNET
T

InfraServ “lr'/ INTE»G.ﬁI'I'Y [Lroc senvens | Ln } cuch @SP ITGATE

internet online

o NEIHINKS -
I“fg?':'t‘eg __.f' Kewlio.net ‘1:32 ™ l rL .II kjrnl. " iceeo SNUES!

| lava'o net
f . %"a e
* :‘_ network » 1 POz 3 m—._‘f&'ve
) e ';3? Oertl .12 PorlD CHl™ e WN
”Wnu OCCAID
9 rh wﬂ..mﬂ.x&uaceh’et Uregol SURFnetsy/ITCH
RealROOT “"' scarlet

TISCALl 11155 TOPNET s VERIO (XSZATD
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Nf§ Swiss GRH Participants

cyberlink

INIT/

Cyberlink Internet Services AG

Dolphins Network Systems AG
Country: E switzerland \ Country: B switzerland
ASN: ASETLE
ASN: AS15623 _ .

. - . Website: http://www.dolphins.ch
Website: http://www.cyberlink.ch router: [ Zurich. Switzerland
Router: |3 Zurich, Switzerland

) SolNet
Init Seven AG BEompEn Country: B switzerand
':ULII"ItI"}": n Switzerland ASHM: ASO0gGd
ASN: AS513030 Website: http://www.solnet.ch
Website: http://www.init?.net

rRouter: B solathurn, Switzerland {user disabled)

SWITCH - Swiss Education and Research Network
S"‘J |TC H Country: B3 switzerland

ASN: ASELO
Website: http://www.switch.ch
Router: Bl Zurich. Switzerland
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(iff§ Ghost Route Hunter

GRH: Ghost Route Hunter
URL: http://www.sixxs.net/tools/grh/
Contact: info@sixxs.net

A tool for detecting and hunting down Ghost
Routes in the IPv6 routing tables and displaying
TLA availability.

More peers always wanted for a better view into
the routing tables!

Jeroen Massar — http://www.sixxs.net - SWINOG 11
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(ixY§ Distributed Looking Glass

When: @ Current © Date: |2003

FParticipant:

Shiow
QOutput:
Find:

=] Joa =] [0z =] Hour: |00 =]

SixxS - GRH Route View [AS: 8298] =l
Al paths =

HTML =]

Frefix ... j Loakup

Select

Jeroen Massar — http://www.sixxs.net - SWINOG 11
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SIXXS

TLA allocations

300
270
242
240 f
210
1584
m
150 | A —
120 W S
o5
2 = —
B0 s b0
41 3 1
2 -?5
S |31
30 A S —ts—
1o 13 139
| |1.E 10 |B1 [EF [P

1987 1993 1999 2000 2001 2002 20073 2004

[16bone
B arin
Cripe
[ apnic
[lacnic
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SIXXS

TLA allocations 2003

30

27

74

21

15

15

12

pa [16bone
= B arin
Cripe
[Hapnic
[lacnic

111 | I I I i 115 | I I I 1 -
9 &) 15 |13 11
z 19 | T T I z 10 (j1d 12 |[|& T

Jan Febh Mar Apr May Jun Jul Aug Sep Oct Mow Dec
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(S Types of Anomalies

Default Route

Quite obvious announcing a default route into the GRT is
not a thing that should happen.

Martian Prefix

Martian prefixes are prefixes which should only reside
inside a network. The following prefixes should never be
found in BGP as based on the

|JANA Address Space Assignments like:
— ff00::/8

— fe80::/10

— fec0::/10

— /96

— :1/128

Jeroen Massar — http://www.sixxs.net - SWINOG 11
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SixXS IX Prefixes

The following are a list of IX prefixes, these
prefixes are handed out per /48 to Internet
Exchanges. As these prefixes are only /48's

they should not be visible in the GRT.
2001:7f8::/32
2001:504::/32
2001:7fa::/32

2001:718:1::/48 12337 5539 3257 1200
2001:718:1::/48 12779 3549 1200
2001:718:5::/48 1888 1103 11537 6939 3257

25396 21238 15703 21238
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SIXXS

Unassigned Prefixes

Afferd01s:4:2::1

23398 1732 4723 2300 11357

2001:1418:1:400::1

12779 3549 6939 4716 2500 11537

2001:9¢c0: 1010222

12902 12839 32635 3349 6939 4716 2500 11537

2001:470: 1 3::3

6939 4716 2300 11337

2001:960:,290:6900: 1bb: 5000

12634 3263 3249 6939 4716 2300 11337

2001:838:0:10::1

12871 3263 3349 6939 4716 2300 11337

2001:14d0:a001::1

13516 17352 4723 2300 11337

2001:610:23:2062::62

1103 6680 786 1752 4725 2300 11337

2001:610:ff 002

1888 1103 6680 786 1752 4725 2300 11537

200178000026

12337 12337 12337 6939 4716 2500 11537

2001:758::290:6900: 1cc6:d300

12839 3263 3249 6939 4716 2300 11337
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(XS Subnets of big allocation

More specifics of an assigned prefix should never
be announced in the GRT.

See Gert's IPv6 Filter Recommendations.
(http://www.space.net/~gert/RIPE/ipv6-filters.html)

2001:478::/45

2001:478:65::/48

2001:4b0::/35
2001:4b8::/35
2001:4f0::/35

2001:500::/48

2001:478::/32
2001:478::/32
2001:4b0::/32
2001:4b8::/32
2001:40::/32

2001:500::/32

2001:500:1::/48 2001:500::/32
2001:530:dead::/64 2001:530::/32
2001:530:dead:bead::/64 2001:530::/32

2001:570::/48
2001:5e8::/33

2001:570::/32
2001:5e8::/32
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(XS Mismatching origin ASN

The origin ASN of the announced prefix

didn't match up with the well known ASN.

3ffe:1300::/24
3ffe:2f00::/24

3ffe:8070::/28

S
S

S

N0ou
N0ou

Nou

d be 762 (now: 10318)
d be 2547 (now: 1955)

dbe 278  (now: 237)
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(S Multiple origin ASN's

A prefix should have only one origin ASN,
multiples usually mean a routing glitch.
Note that this doesn't include so called
MOAS which are aggregated in the
ASPath.
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SiXX§ More specific 6to4 prefixes

6to4 is one of the several IPv4 to IPv6 transition
methods. Section 5.2.3 of RFC3056 explictely
restricts the propagation of more specifics than
2002::/16 to prevent polution of the IPv6 routing
table by elements of the IPv4 routing table.

2002:8c6d:106::/48 140.109.1.6/32
2002:c0e7:d405::/48 192.231.212.5/32
2002:¢c2b1:d06e::/48 194.177.208.110/32
2002:c8a2::/33 200.162.0.0/17
2002:¢8c6:4000::/34 200.198.64.0/18
2002:c8ca:7000::/36 200.202.112.0/20
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(S Long ASPath / Ghosts

Prefixes having a steady ASPath length of
over 12 ASN's will quite probably mean that
it concerns a so called Ghost Route.

(see the RIPE44 presentation and Gert Doring‘s work)
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SIXXS

Prefixes

EE Arrownet A/S

Glostrup 2001:14d0:a001 ::1 399
= BIT
B Ede 2001:7b3::290:6900: 1 ccH:d2300 407
= Concepts
B amsterdam  2001:838:0:10::1 400
& Centrum voor Wiskunde en Informatica
B smsterdarm 2001:610:ff:c;:2 460
[ Easynet
™ ronchen 2001:6f8:800::24 403
urricaﬂe Electric - 5033 BGP AS-PATH entries
=l Fremont 2001:470:11.3:.3 470 . .
= Intouch / IPRa.nl 133 BGP community entries
B amsterdamn 2001:6e0::2 402 Average of 359 prefixes
I [TGate Network
BN Turin 2001:1418:1:400::1 Calgta) 14 peers
B Luna.nl BY
B smsterdam  2001:9c0:1:1::2:2 422
I MDSoftware
I Paris 3ffe:d4013:4:2::1 390
™ noris network AG
™ MNUrnberg 2001:780:0:2::6 427

& Scarlet Internet
B srmsterdam 2001 :960::290:6900:1bb: 5000 414

&= Surfnet

B amsterdam  2001:610:25:5062;:62 a47
E Tiscali

™ Frankfurt 2001:668:0:1:34:49:6900;40 434
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IXXS

Route View

;F"“ 2001:838:1:1:210:dcfF:fe20:7cTc - PuTTY

grh.zixx=s.ne

S3ixX5 Ghost Router Hunter
http:/fwuw, sixxs.net/toolsigrh/

infofdsixxs. net

telnet://grh.sixxs.net
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CixX§ Worldwide TLA distribution

Allocated Visible

Ba

92

212
291

18 ad

O.Japan @ United States O Germany OMetherlands ®mFrance @others
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CixX§ Worldwide TLA distribution

PosFlag Country VIA| VP
41 | B [ Yugoslavia | 2] 2]0.36%
42 | W [ Chile 1]10.18%
43 | b | India 1]2]0.18%
44 | ™ |Indonesia | 1]2|0.18%
45 Israel 1]1]0.18%
46 | i |Russia 114]0.18%
47 | I | Slovenia 11110.18%
45 | B | South Africa| 1| 2]0.18%
49 || |Tunisia 1]10.18%

PosFlagl Country V| A VP PosFlag Country VAl VP
1] [®] [Japan 59(68[10.61% | |21 | B | Thailand 6] 7[1.08%
Z United States 52192| 9.35% 22 | M | Czech Republic| 5] 9] 0.90%
3| ™ | Germany 31|48 5.58% | |23 Denmark 5| 5[0.90%
4| & [Netherlands, The |22 [ 30| 3.96% 24| @@ | MNorway 51 6]0.90%
S| I | France 15[18] 2.70% | [25| @ | Australia 415]0.72%
6| B | United Kingdom [15]27]| 2.70% 26 | I | Belgium 3| 4]0.54%
7| I | Italy 1320 2.34% | [27 | ™ [Estonia 3| 4[0.54%
g B [Taiwan 13114 2.34% 28| I | Ireland 31 3|0.54%
9 Korea 11 19| 1.98% 20| & Luxembourg 3|4|0.54%
10| bl | Poland 1113 1.98% | [30 Malaysia 3] 4]0.54%
11 | B | switzerland 11[12] 1.98% ]| [31]| ™ |Singapore 3|5|0.54%
12| & [ austria Q113 1.62% 32| B | Argentina 2| 3| 0.36%
13| M |Finland al1z| 1.62%| [33 Brazil 21 20.36%
14| H Portugal g 9| 1.44% 34| E | Greece 21 210.36%
15| O | spain g(12| 1.44% 35| H Hong Kong 21 2|0.36%
16 Sweden g(15] 1.44% | [36] B [Hungary 2 2]0.36%
17| M | Canada 71 8| 1.26% | [37] W |Lithuania 2] 2]0.36%
18| W [ China 6| 8| 1.08%]| |33 I |Romania 2 2[0.36%
16| M | Europe 6| 8| 1.08% 39 | b | Slovakia 2| 2]0.36%
20| M [ Mexico 6] 0| 1.08% | [40] B |Turkey 21 3]0.36%

V: Visible: Number of Visible Prefixes for this
country.

A: Allocated: Number of Allocated Prefixes
for this country (excludes returned prefixes).

VP: Visible Percentage: Percentage of visible
prefixes against global number of allocated
prefixes.
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(il RIPE TLA distribution

Pos|Flag| Country V| A VP Pos|Flag Country VIA| VP
1| ™ | Germany 28145(11.81% 13 & | Spain 5092.11%
2 | & [MNetherlands, The | 1825 7.59% 14 Cenmark 4| 4|1.69%
3 I |France 10[13] 4.22% | [15| M [Europe 416]1.69%
4| B | United Kingdom 9|20| 3.80% 16 MNorway 4| 5|1.69%
5| B | &ustria g1z 3.38%| |17 | ™ [Estonia 3 4]1.27%
6| B | Finland gl11] 3.38% | [18| I |Ireland 3 311.27%
7| I [ 1taly 8113 3.38% | [19| W |Lithuania Z | 2] 0.84%
5| B |Portugal 6| 6| 2.53% | |20 B [Luxembourg| 2| 3]0.84%
g Sweden 613 2.53% | |21 | [Romania Z | 2] 0.84%
10| B | Switzerland 6 7| 2.53% | |22 I |[Belgium 1] 2[0.42%
11 | bl [ Czech Republic 5 ol 2119 [23 Greece 1117]0.42%
12| b |Poland 51 7] 2.11% 24 | & [Hungary 111]0.42%

PosFlag Country VAl VP
25| & | Israel 1[1[0.42%
26 | I | Slovenia 1]1]0.42%
27 | |} [Tunisia 1]1]0.42%
25 | B | Turkey 1] 2]0.42%
20| B [ Yugoslavia| 1] 1]0.42%

V: Visible: Number of Visible Prefixes for this
country.

A: Allocated: Number of Allocated Prefixes
for this country (excludes returned prefixes).

VP: Visible Percentage: Percentage of visible
prefixes against global number of allocated
prefixes.
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SiXXS§ TLA report for RIPE region

The database currently holds 235 (151) TLA's.
Of which:

« 83 (45) IPv6 TLA's didn't have a routing entry.
« 153 (106) networks are currently announced.

* 0 (4) only announced a /35 while they have been
assigned a /32.

* 4 (5) announce both their /32 and their /35.
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SiXXS§ TLA report for RIPE region

The database currently holds 287 IPv6 TLA's.

105 (36.59%) IPv6 TLA's didn't have a routing entry.

182 (63.41%) networks are currently announced.

0 only announced a /35 while they have been assigned a /32.
5 (1.74%) announce both their /32 and their /35.
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SIXXS

Documentation Prefix

2001:dbh8::/32

http://www.apnic.net/info/faq/ipv6-documentation-prefix-fag.html

http://www.ietf.org/internet-drafts/draft-huston-ipv6-documentation-prefix-01.txt

inet6num:
nethame:
descr:
country:
admin-c:
tech-c:
status:
remarks:
remarks:
remarks:
mnt-by:
changed:
source:

2001:0DB8::/32

1PV6-DOC-AP

IPv6 prefix for documentation purpose

AP

HM20-AP

HM20-AP

ALLOCATED PORTABLE

This address range is to be used for documentaiton
purpose only. For more informaiton please see
http://www.apnic.net/info/fag/ipv6-documentation-prefix-faq.html
APNIC-HM

hm-changed@apnic.net 20040115

APNIC
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SixXS IPv6 Addresses

« 2000::/3 — current global unicast

« 2001::/16 — RIR space (RIPE/ARIN/LACNIC/APNIC)
« 3ffe:./16 — 6bone (going away 6/6/6)

« fe80::/10 — Link Local
« fec0::/10 — Site Local (deprecated)
« ff0O::/8 — Multicast IPv6
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SixXS Exchange Points

IPv6 Address Space Policy for Internet
Exchange Points
http://www.ripe.net/ripe/docs/ipv6e-policy-ixp.html

"4.0 Warning: Networks assigned under this policy
may not be globally routable."

2001:718::/32 (39) - 8 routes
2001:504::/30 (10) — No routes
2001:7fa::/32 (10) — No routes

59 in total

APNIC is going to lift routing restriction per 2004-03-19

http://www.apnic.net/docs/policy/proposals/prop-011-v001.html
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(S  Currently seen IX’s

2001:718:1::/48 AMSIX
2001:718:2::/48 UK®6IX
2001:718:4::/48 LINX
2001:718:5::/48 LIPEX
2001:718:8::/48 ECIX
2001:7f8:b::/48 MIX
2001:718:18::/48 INEX
2001:718:22::/148 F-IX

8 out of 39 allocated blocks
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SixXS EP.net Exchanges

http://www.ep.net/policy.html

2001:478::/32 announced by AS6175 (Sprint)
Should only announce /48’s.
Currently seen :
2001:478:65::/48
2001:478:9200::/48
both announced by AS4555 (EP)

Also seen: 2001:478::/45 from AS4555 (EP)
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SIXXS

Micro Allocations

ARIN

http://www.arin.net/reqistration/ipve/micro alloc.html

2001:0504::/30

Exchange Points
10 at the moment

2001:0500::/30

Critical Infrastructure
4 at the moment
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SIXXS

DNS servers

(http://www.root-servers.orqg)
2001:71d::/32 - K
2001: 7fe::/32 — |
2001:dc3::/32 — M
2001:500::/32 - ISC F + H

Others:
2001:dc4::/32 .jp
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SixXS Filtering

 Filtering on maximum of /48
« Many filter on /32's

« Announcing a more specific usually leads to
long AS paths or ones over Korea/Japan

IPv6 Filter Recommendations by Gert Doring
http://www.space.net/~gert/RIPE/ipv6-filters.html

Minimal IPv6 Peering by Robert Kieldling

http://ip6.de.easynet.net/ipve-minimum-peering.txt
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SixXS Multihoming

* Very hot topic(tm)

"Solution": shim6

 End-site/host based

* Will require all end-hosts to be updated
to work

* Not really useful for Traffic Engineering
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SIXXS

Questions?

http://www.sixxs.net/

http://www.sixxs.net/tools/grh/

Jeroen Massar
JRM1-RIPE

jeroen@unfix.org / jeroen@sixxs.net
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(iffS Remote Collaboration
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SIXXS

IPv6 Cam & Control




SIXXS

IPv6 SIP User Agent

Jeroen Massar — http://www.sixxs.net - SWiNOG 11

152




SIXXS

IPv6 In your PIMP
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SIXXS

IPVv6 for your plants

i

l
S N— -

| - — e
-_— 3 —_—

| T -
N

o

Jeroen Massar — http://www.sixxs.net - SWiNOG 11

154




SIXXS

IPVv6 for your plants
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SixkS

IPV6 in your fridge
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(ifY§  IPv6 for |-|4<K345

* More diverse devices
connected, thus possibly

also more vulnerabilities. DOCTOR FUN 4 June 2003
« Firewalls should be A
enabled per default for
all incoming
connections.

» Scanning of address
space is not feasible
— /64 per link
— /48 per 'endsite’
 BSD has a stateful

firewall, Linux since
2.6.[5|6]-USAGI.

Cisco PIX also finally
(7_X branCh) The brave new world of |IPvé
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